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Moving ToMoving To
S elf  D ef en d i n g  N et w o rk s o f  t he 2 1 st  C en t u ryS elf  D ef en d i n g  N et w o rk s o f  t he 2 1 st  C en t u ry

Desktop AV/SignaturesDesktop AV/Signatures B eh av ioral  /T rusted  C l ientsB eh av ioral  /T rusted  C l ients
B asic  F irew al l s/I DSB asic  F irew al l s/I DS Ad aptiv e T h reat Def ense ( AT D)Ad aptiv e T h reat Def ense ( AT D)
Static  T ransport ( VP N )Static  T ransport ( VP N ) T rusted  Dom ains of  Sec urityT rusted  Dom ains of  Sec urity
B asic  M anagem entB asic  M anagem ent C orrel ation and   C ontainm entC orrel ation and   C ontainm ent
Disparate Appl ic ationsDisparate Appl ic ations Appl ic ation Sec urityAppl ic ation Sec urity

Moving F r om …Moving F r om …
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A p p li c at i o n  S ec u ri t yA p p li c at i o n  S ec u ri t y

IMV i d e oW e bE m a i l

x T T P  In s p e c t i o n  
E n g i n eN o  t h r e a t

d e t e c t e d
T h r e a t
d e t e c t e d
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A p p li c at i o n  S ec u ri t y V i ewA p p li c at i o n  S ec u ri t y V i ew
• Ease Of Use

Default protection profiles to 
m anag e com m on th reats
P rov id e application categ ories 
and  h id e protocol inform ation

• A p p l i c at i o n  S ec u r i t y  L o c k d o w n
S im ilar to A utoS ecure and  S DM  
R outer L ock d ow n

• L ev er ag e
C om m on user interface to 
config ure A pplication S ecurity  
for C isco security  m anag em ent 
applications 

• L ead er sh i p
C om petitiv e d ifferentiation
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B eyo n d  W o rm s an d  V i ru ses

Theft of 
C u s tom er  D a ta

Fraud

E x t o rt i o n
Information H arv e s ting

Corporate E s pi on ag e M an dat o ry  
D i s c l o s ure

Scams

O r g an i z e d  C r i me

B l ac k mail
Business
P a r t ner
A c c ess

Corp orate 
Netw ork

I n t er n et

R em o t e A c c ess 
S y st em s

Br a nc h  
O f f ic eD a t a  C ent er

C o r p o r a t e 
L A N

P oin t 
P rod u ct

P oin t 
P rod u ct

P oin t 
P rod u ct

P oi n t P rod u c ts  
are G ood
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T he V alu e o f  C i sc o ’s S D N  S t rat eg y
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Messaging has evolved from primarily email …

E m a i l  
S e c u r i t y  
L a y e r

I n t er n et A nti S pam
A nti V irus
C ontent

Me s s a g e  
R o u t i n g  &  
S t o r e
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… t o an int egrat ed messaging environment

In t e r n e t E m a il  sec ur it y

I M  S er v er
IM security

C o l l a b o r a t io n S er v er
W eb  security

I P  T el ep h o ny
IP T  security

Ex t en d ed  en t er p r i se
S h aring  presence,  

id entity ,  and  
auth entication w ith  

partners
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M essag e v o lu m e i n c reasi n g  ex p o n en t i ally

Worldwide E n t erp ris e M es s a g e V olu m e
( in  b illion s )
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Email R e al T ime

• R eal  tim e 
m essagin g is a 
k ey grow th  
en gin e

• Con f eren cin g 
ap p s b rin g 
togeth er I M ,  
V oI P ,  an d  in f o 
sh arin g

Source: Radicati Email and IM reports, 2005;  email message volume 
ex cludes spam, IM volume includes EIM and enterprise use of  pub lic IM
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S p am  i s a T hreat  V ec t o r t hat  N ec essi t at es O v er 
P ro v i si o n i n g
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Corporate legitimate
mes s age s / d ay
Corporate s pam
mes s age s / d ay

5 3 % 5 5 % 5 8 % 6 2 % 6 4 %

Source: Radicati; Spam grow th  rate b ased on 2005-2009

“A  r e c e n t  o u t b r e a k  o f  s p a m  i s  c a u s i n g  u s  t o  l o o k  a t  o u r  M a i l  S e r v e r  
d e p l o y m e n t s  a n d  o v e r  p r o v i s i o n  t o  m a i n t a i n  c r i t i c a l  c u s t o m e r  r e s p o n s e  t i m e  
g u a r a n t e e s ” – I T  M a n a g e r  f o r  a  l a r g e r  e n t e r p r i s e

C o rp o rat e sp am  v o lu m e i s g ro w i n g   1 6 0 %  
f ast er t han  leg i t i m at e m ai l 
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T ru st  i s a f o u n d at i o n al req u i rem en t

I n t er n et

S e n d i n g  d o m a i n  
a s s e r t s  i d e n t i t y

A s s e r t e d  i d e n t i t y
c a n  b e  s p o o f e d

T od ay W h ere w e 
n eed  to b e
P reserv e 

openness of  em ail

O pen,  stand ard s-
b ased  approac h
M inim al  ad option 

b arriers
T rusted  

m essaging
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D o m ai n K eys I d en t i f i ed  M ai l:
A n  i m p o rt an t  st ep  t o w ard s t ru st ed  m essag i n g

• Stan d ard s-b ased ap p roach  to em ail  au th en tication
• Secu rity con sid eration s caref u l l y scru tin iz ed
• E asy in tegration w ith  tod ay’s in f rastru ctu re
• B road  su p p ort f rom  op en  sou rce an d  com m ercial  v en d ors

I E T F  B oF  session 
on ch artering  
w ork ing  g roup

DK I M  I E T F  
W ork ing  G roup 
ch artered

M erg er of Y ah oo!  
and  C isco em ail 
auth entication 
proposals 
announced

J u n  0 5 N o v  0 5 J a n  0 6 1 H  0 6  +
• C ontinued  w ork  und er I E T F
• T h ird -party  prod uct 
announcem ents supporting  DK I M
• S trong  enterprise and  I S P / E S P  
support
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S p e c  
D e v e l o p m e n t

C o llab o rat i v e i n d u st ry p art n ershi p  t o  d ri v e 
ad o p t i o n

• B road  ecosystem  of  l ead in g p l ayers w ork in g to 
m ak e au th en tication  a k ey p art of  sol u tion s to 
com b at p h ish in g,  sp am ,  an d  id en tity sp oof in g

In f r a s t r u c t u r e  
&  R e p u t a t i o n

E n t e r p r i s e s

Trend Micro Acquires Kelkea Inc.

And many others 
g l ob al l y

And many others 
g l ob al l y

IS P s  a n d  E S P s

And many others 
g l ob al l y

And other 
memb ers of  E S T G
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C i sc o :  E n han c i n g  I n t ern et  T ru st

• Cisco is k ey p artn er w ith  in d u stry l ead ers to ad d ress 
m essagin g secu rity

• P art of  ou r com m itm en t to Sel f  Def en d in g Netw ork s

• O u r goal :   E n h an ce tru sted  I n tern et com m u n ication s 
an d  com m erce
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