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Ag end a

• Phishing: A Dangerous Security Problem
• Phishing f or C isco Accounts
• O ur R esp onse
• M essaging I nf rastructure O v erv iew
• O ur DK I M  Dep loyment
• R esults So F ar /  N ex t Step s
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P h ish ing

From: A c c ou n t s @ me t rob a n c . c om
T o: “M e t rob a n c  A c c ou n t  H ol d e r”
S u b j e c t : Y ou r p rof i l e  n e e d s  u p d a t i n g
D e a r S i r/ M s :
I n  a  re c e n t  a u d i t ,  w e  d i s c ov e re d  t h a t  y ou r a c c ou n t  
p rof i l e  n e e d s  u p d a t i n g .  P l e a s e  v i s i t  t h e  f ol l ow i n g  
l i n k  t o e n t e r y ou r mos t  re c e n t
I n f orma t i on .
h t t p :/ / u p d a t e . me t rob on c . c om
U p d a t e  D e p a rt me n t

• Phishing has q uick ly 
surp assed  Sp am as a 
more d angerous email 
threat.
• Prev iously high v alue 
d omains lik e B ank s,  
Payp al,  and  E bay w ere 
targeted .
• B ut that is changing…
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Cisco. com P h ish ing

Subject: Important Notification
F rom: ad minis trator@ cis co. com
D ate: M on,  2 7  J un 2 0 0 5  0 2 :3 7 :3 2  + 0 8 0 0
Dear Valued Member, 
A ccord ing  to our s ite pol icy  y ou w il l  h av e to 
confirm y our account by  th e fol l ow ing  l ink  or el s e 
y our account w il l  be s us pend ed  w ith in 2 4  h ours  
for s ecurity  reas ons .
h ttp:/ / w w w . cis co. com/ confirm. ph p? email = x x x x x x
T h ank  y ou for y our attention to th is  q ues tion.  W e 
apol og iz e for any  inconv enience.
Sincerel y ,
C is co Security  D epartment.  

• N on-f inancial targets are being 
p hished  now .  
•T here hav e been attemp ts to 
p hish C isco. com accounts.
• I ncrease in targeted  attack s (
“sp ear p hishing”) .
• Attack s hav e gotten smarter.  
T he latest v ariants hav e 
attached  T roj an ex ecutables to 
the email.
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U ser  E d u ca tion is N ot E nou g h
• T o combat the p hishing,  w e hav e attemp ted  to raise 
aw areness about the issue.
• B ut that has led  to a new  p roblem…
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H ow  Ca n Y ou  T ell?
F rom: d onotrepl y @ cis co. com 
[mail to:d onotrepl y @ cis co. com]  Sent: Saturd ay ,  J une 1 8 ,  
2 0 0 5  9 :0 3  A M
T o: x x x x x x  ( x x x x x @ cis co. com)
Subject: P l eas e R ev al id ate U s er A cces s  R eq ues t

H i,
R es ource U s er accounts  req uire y our approv al  for th eir 
continued  acces s .
T h e R es ource U s er' s  manag er/ s uperv is or h as  al read y  
approv ed  th eir  acces s  to th e res ource( s ) .  Now  as  th e 
R es ource A pprov er, y ou mus t al s o approv e/ rev al id ate th eir 
acces s .
P l eas e us e th e U R L  l is ted  bel ow  to approv e th e us er' s  
acces s  in th e  O nR amp s y s tem:
h ttp:/ / url . cis co. com/ res et
L eg i t i mat e R eq ues t ?

Subject: Important Notification
F rom: ad minis trator@ cis co. com
D ate: M on,  2 7  J un 2 0 0 5  0 2 :3 7 :3 2  + 0 8 0 0
Dear Valued Member, 
A ccord ing  to our s ite pol icy  y ou w il l  h av e to confirm y our 
account by  th e fol l ow ing  l ink  or el s e y our account w il l  be 
s us pend ed  w ith in 2 4  h ours  for s ecurity  reas ons .
h ttp:/ / w w w . cis co. com/ confirm. ph p? email = x x x x x x
T h ank  y ou for y our attention to th is  q ues tion.  W e 
apol og iz e for any  inconv enience.
Sincerel y ,
C is co Security  D epartment.  
L eg i t i mat e R eq ues t ?

T o the end -user both emails “look ” the SAM E !



7© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D Cisco Public

DKIM Ca n H elp
• T he DK I M  p roj ect w as initiated  as a w ay to 
authenticate email coming f rom the cisco. com 
d omain.  

• B y authenticating,  w e are hop ing to see the 
f ollow ing benef its:

– Si g n I T  ap p l i c ati on em ai l  wi th D K I M .
– O u ts i d e d om ai ns  c an v eri f y  v al i d  c i s c o.c om  em ai l .
– F org ed  c i s c o.c om  em ai l  c an b e i d enti f i ed .
– W arn em p l oy ees  ab ou t f org ed  em ai l  ( C i s c o or other D K I M  
p rotec ted  d om ai ns ) .
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DKIM P r oj ect a t Cisco
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Cisco Messa g ing  S ta ts
• Ap p rox imately 5 . 2 M  
messages inbound  on a 
d aily basis.  ( 7 2 %  
id entif ied  as SPAM )

• Ap p rox imately 4 . 6 M  
messages intercomp any 
and  outbound  on a d aily 
basis.  

• Process ap p rox imately 
6 M  messages on a d aily 
basis ( 5 . 2 M  *  2 8 %  
I nbound  N ot Sp am +  4 . 6 M  
internal and  outbound ) .
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DKIM P r oj ect Ch eck list

• E s tab l i s h P roj ec t G oal s
• C om m u ni c ate I ntent and  O b tai n Su p p ort
• E s tab l i s h P ol i c y
• I nv entory  M ai l  F l ows
• D eterm i ne A rc hi tec tu re
• M ai ntai n and  C ontrol
• R es u l ts  to D ate
• L es s ons  to D ate
• T i m el i ne
• Nex t Step s
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DKIM P r oj ect G oa ls

• Don’t break  email!
• V erif y all inbound  
messages.

• Sign all outbound  
messages.

• Sign all I T  ap p lication 
generated  emails.

• W arn end -users about 
messages that f ail 
v erif ication.

F rom: ad minis trator@ cis co. com
D ate: M on,  2 7  J un 2 0 0 5  0 2 :3 7 :3 2  + 0 8 0 0
Subject: [C ISC O  U NV E R IF IE D ]  Important Notification
Dear Valued Member, 
A ccord ing  to our s ite pol icy  y ou w il l  h av e to confirm 
y our account by  th e fol l ow ing  l ink  or el s e y our 
account w il l  be s us pend ed  w ith in 2 4  h ours  for s ecurity  
reas ons .
h ttp:/ / w w w . cis co. com/ confirm. ph p? email = x x x x x x
T h ank  y ou for y our attention to th is  q ues tion.  W e 
apol og iz e for any  inconv enience.
Sincerel y ,
C is co Security  D epartment.  
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Commu nica te Intent &  E sta b lish  P olicy
• Discuss intent with key stakeholders:

� C l i e n t  s u p p ort  g rou p s
� I n f os e c
� I T  I n f ra s t ru c t u re  ( me s s a g i n g  s u p p ort  org a n i z a t i on )
� M a rk e t i n g
� P a rt n e r s u p p ort  g rou p s

• E stab lish P olicy:
� A l l  ou t b ou n d  e ma i l s  w i l l  b e  s i g n e d .
� O u t s ou rc e d  ma rk e t i n g  c a mp a i g n s  mu s t  c omp l y .
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Inv entor y Ma il F low s
• W hat are the sources of  
email?

� O f f i c i a l  ma i l  s e rv e rs
�“L a b ” or “t e s t ” s e rv e rs
� A p p l i c a t i on  e ma i l
� S a l e s  &  M a rk e t i n g
� C a s e  M a n a g e me n t  
� C orp ora t e / I n v e s t or R e l a t i on s

• W hat/ W here are the end  
d estinations?

� C orp ora t e  I n t ra n e t
� D M Z
�Forw a rd e d  t o p a rt n e rs
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Determine Architecture:
C is co ’s  M es s a g ing  I nf ra s tructure

• C isco uses a trad itional 3  
layer mail inf rastructure:
1 . I nbound  G atew ay
2 . R outing L ayer
3 . M ailbox  C loud  ( E x change)

• I nternal ap p lications send  
through routing layer.

Mailbox Servers
( E xc h an g e)

I n bou n d  G W

I nternet

F W

Mail R ou t er
I T  A p p

I T  A p p
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Determine Architecture:
I nb o und  a nd  I nterco mp a ny F l o w s

• P roj ec t arc hi tec tu re c al l s  f or 
ad d i ti on of  D K I M  enab l ed  M T A  af ter 
the rou ti ng  l ay er.

• M es s ag es  ori g i nati ng  ou ts i d e wi l l  
b e D K I M  v eri f i ed .

• M es s ag es  ori g i nati ng  i ns i d e wi l l  b e 
D K I M  s i g ned .

• D K I M  M T A  wi l l  not onl y  p erf orm  
s i g ni ng  &  v eri f i c ati on,  b u t al s o 
m u ng e the Su b j ec t:  l i ne i f  need ed .

I n bou n d  G W

I nternet

Mail R ou t er

Mailbox Servers
( E xc h an g e)

F W

I T  A p p

I T  A p p

D K I M MT A



16© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D Cisco Public

Determine Architecture:
O utb o und  F l o w s

• M essages leav ing cisco. com 
w ill f low  through DK I M  M T A.

• As a result,  message w ill be 
DK I M  signed .

I n bou n d  G W

I nternet

Mail R ou t er

Mailbox Servers
( E xc h an g e)

F W

I T  A p p

I T  A p p

D K I M MT A
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Ma inta in a nd  Contr ol

• B lock  outbound  SM T P access f or unk now n hosts.
• O utbound  SM T P req uest includ es notif ication to 
email group .

• Alert I nf osec and  M essaging G roup  w hen a C isco 
message f ails v erif ication.

• R egularly communicate p olicy w ith all send ing 
sources.
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R esu lts to Da te
• D K I M  M T A  hard ware and  s of tware has  b een i d enti f i ed .
• H W  s p ec  i s  d u al  3 .4 G H z  X eon L i nu x  s y s tem .
• T hi s  p l atf orm  to p rov i d e 3 X  the c ap ac i ty  of  ou r c u rrent m ai l  
f l ow.

• 2 4  s y s tem s  to b e d ep l oy ed  worl d wi d e. T hi s  i s  ac tu al l y  ov erk i l l  
f rom  a c ap ac i ty  s tand p oi nt,  b u t m ak es  s ens e f rom  a 
network i ng  p ers p ec ti v e.

• P roj ec t to d ep l oy  D K I M  has  ex ec u ti v e s p ons ors hi p  and  has  
b een throu g h i nternal  I T  rev i ew b oard s . 

• P roj ec t has  b een throu g h p roj ec t c om m i t. M ac hi nes  are b ei ng  
s tag ed  as  we s p eak .
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L essons T o Da te
• D K I M  d ep l oy m ent req u i res  the p arti c i p ati on of  m any  d i f f erent g rou p s :

– M essag ing  G roup
– I nf osec
–DN S
– C lient S up p ort G roup
– M arketing / S ales O rg aniz ation
–eC om m erce S up p ort G roup
– P artners S up p ort G roup

• T here are “rog u e” or u nd oc u m ented  m ai l  s erv ers  i n the i nf ras tru c tu re.
• W ou l d  b e ni c e i f  em ai l  c l i ents  s u p p orted  D K I M  nati v el y .
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T urn  U p  S J  i n  A udi t  Mo de
E n d-U s er P i lo t  T es t
S t art  DK I M s i g n i n g  

B eg i n  H W  Dep lo y men t
Dev elo p  C o mmun i c at i o n s  P lan
T rai n  S up p o rt  O rg an i z at i o n s
I T  T es t i n g

F i n ali z e P ro p o s ed A rc h
G at h er I T  O p s  R eq s
I T  A rc h i t ec t  R ev i ew  B o ard
I T  P ro j ec t  C o n c ep t  C o mmi t

P res en t  t o  I T  E x ec ut i v es
O bt ai n  s p o n s o rs h i p
C o mmun i c at e I n t en t
I den t i f y  H W  P lat f o rm
B as e A rc h i t ec t ure

T imeline

O c t            N o v            Dec            J an            F eb     Mar           A p r           May            J un           J ul A ug           S ep
2 0 0 5                            2 0 0 6

F o rm P ro j ec t  T eam
I den t i f y  S t ak eh o lders
R ev i ew  Mai l F lo w s

O rder H ardw are
R edi rec t  N o n -C o mp li an t  Mai l

Dep lo y  at  o t h er DC s Dep lo y  at  s mall s i t es

D evelop  T rain in g
D evelop  C om m P lan

H Q  Mai l i s  S i g n ed Mo s t  C i s c o
Mai l i s  S i g n ed

A ll Mai l i s  S i g n ed



21© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D Cisco Public

N ex t S teps

• San J ose ( C isco’s H Q )  w ill be the f irst site to start 
DK I M  signing.  E stimated  go-liv e d ate is M arch 2 0 0 6 .

• F ollow ed  by maj or d atacenter sites ( R T P,  
Amsterd am,  and  Syd ney) : Q 2 C Y 0 6 .

• Proj ect w rap  up  at small regional sites: Q 3 C Y 0 6 .
• R un Pilot Program
• E nd -U ser C ommunication
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N ex t S teps

• Soon C isco mail w ill look  lik e this!
From: John N. Stewart <john@cisco.com>
To: Mary Smith <msmith@example.net>
Content-Type: text/plain
Message-Id: <1098727240.13184.0.camel@dkim-it.cisco.com>
Mime-Version: 1.0
Date: Wed, 25 March 2006 11:00:40 -0700
Content-Transfer-Encoding: 7bit
DKIM-Signature: a=rsa-sha1; d=cisco.com; s=march2006;

i=john@cisco.com; c=nowsp; q=dns; t:1098727241; x:10988893641;
h=Subject:From:Date;
b=QQgUTUMvDA1BPxxIpSrAiAUXB5rtOt4tJT1BcN3zB01pUARhybDLGF7KLU7ens
Wie1Zcm7+h5lfOhYvuy3DUTQ==;

Cisco is now signing messages with DKIM!

-John
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Q  and  A
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