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The Context

Traditional Content Scanning is reaching its limits

I ncreasing interest in mak ing lif e b etter f or good 
p lay ers ( in addition to p enaliz ing b ad p lay ers)

• M e s s a g e s  f r o m  g o o d  s e n d e r s  c a n  b e  d e l i v e r e d  w i t h o u t  s p a m  
s c a n n i n g  t o  r e d u c e  l o a d  a n d  a v o i d  f a l s e  p o s i t i v e s

• M e s s a g e s  f r o m  k n o w n  b a d  s e n d e r s  s h o u l d  b e  s l o w e d  d o w n ,  
c a r e f u l l y  s c a n n e d , g r e y l i s t e d ,  c h a l l e n g e d ,  o r  r e j e c t e d  o u t r i g h t

G ood senders w ant an ab ility  to demonstrate their 
goodness,  either b y  A ccreditation ( 3 rd p arty  assu rance)  
or R ep u tation
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“I d enti ty -B a s ed ” F i l ter i ng

F or most p eop le,  9 0 –9 9 %  of  their legitimate email 
comes f rom p eop le or entities they  k now

• N o t a b l e  e x c e p t i o n s :  h e l p  d e s k s ,  i n q u i r y  a d d r e s s e s ,  “i n f o @ ”
a d d r e s s e s ,  e t c .

• A l l o w  ( w h i t e )  l i s t s  c a n  r e d u c e  f a l s e  p o s i t i v e s
• I’l l  a c c e p t  m a i l  f r o m  m y  m o t h e r ,  m y  b o s s ,  o r  m y  b a n k  w i t h o u t  
s c a n n i n g

A lso,  9 0 –9 9 %  of  their sp am comes f rom p eop le or 
entities they  do not k now

• N o t a b l e  e x c e p t i o n :  o n -l i n e  o r d e r  a c k n o w l e d g m e n t s

Critical:  mu st ensu re sender is w ho they  claim to b e
• ... n o t  s o m e o n e  p r e t e n d i n g  t o  b e  m y  b a n k
• P h i s h i n g  u s u a l l y  i n v o l v e s  i d e n t i t y  t h e f t
• A u t h e n t i c a t i o n  r e q u i r e d
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A u thenti c a ti on v s .  A u thor i z a ti on

P eop le of ten conf u se the tw o

A u thentication:  p roof  that y ou  are w ho y ou  claim to b e
• R e a l  l i f e  e x a m p l e :  a  p a s s p o r t

A u thoriz ation:  w hat y ou  are allow ed to do,  generally  
b ased on:

• R e a l  l i f e  e x a m p l e :  a  v i s a  i n  a  p a s s p o r t
• P r i o r  k n o w l e d g e  b y  r e c i p i e n t  o f  w h o  y o u  a r e
• T r u s t e d  t h i r d  p a r t y  a c c r e d i t a t i o n
• L o c a l - o r  n e t w o r k -w i d e  r e p u t a t i o n
• “E n t r y  m e t h o d s ” s u c h  a s  C h a l l e n g e -R e s p o n s e  o r  c o n t e n t  
s c a n n i n g
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O v er v i ew  of  D K I M

Cry p tograp hy -b ased p rotocol,  signs selected header 
f ields and message b ody

• M e r g e  o f  D o m a i n K e y s  ( Y a h o o ! )  a n d  IIM  ( C i s c o )
• M e r g e  c r e a t e d  b y  a n  i n d u s t r y  c o n s o r t i u m
• S i g n i f i c a n t  i n d u s t r y  s u p p o r t  ( s e e  d k i m .o r g  f o r  a  l i s t )

I ntended to allow  good senders to p rov e that they  did 
send a p articu lar message,  and to p rev ent f orgers f rom 
masq u erading as good senders ( if  those senders sign 
all ou tgoing mail)

N ot an anti-sp am technology  b y  itself
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D K I M  G oa l s

L ow -cost ( av oid large P K I ,  new  I nternet serv ices)
N o tru sted third p arties req u ired ( e. g. ,  k ey  serv ers)
N o client U ser A gent u p grades req u ired
M inimal changes f or ( naïv e)  end u sers
V alidate message itself  ( not j u st p ath)
A llow  sender delegation ( e. g. ,  ou tsou rcing)
E x tensib le ( k ey  serv ice,  hash,  p u b lic k ey )
Stru ctu re u sab le f or p er-u ser signing
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D K I M  Tec hnol og y

Signatu re transmitted in D K I M -Signatu re header f ield
• D K IM -S i g n a t u r e  i s  s e l f -s i g n e d
• S i g n a t u r e  i n c l u d e s  t h e  s i g n i n g  i d e n t i t y  ( n o t  i n h e r e n t l y  t i e d  t o  
e n v e l o p e ,  From:,  Sender:,  o r  a n y  o t h e r  h e a d e r )

I nitially ,  p u b lic k ey  stored in D N S ( new  R R  ty p e,  f all 
b ack  to TX T)  in _domainkey su b domain

• E x t e n s i b l e  t o  o t h e r  k e y  d e l i v e r y  m e c h a n i s m s
N amesp ace div ided u sing selectors,  allow ing mu ltip le 
k ey s f or aging,  delegation,  etc.

• E x a m p l e :  s e l e c t o r s  f o r  d e p a r t m e n t s ,  d a t e  r a n g e s ,  o r  t h i r d  
p a r t i e s

S en d er S i g n i n g  P oli cy look u p  f or u nsigned,  imp rop erly  
signed,  or third-p arty  signed mail
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DKIM-Signature: a=rsa-sha1; q=dns;
d=example.com;
i=user@eng.example.com;
s=jun2005.eng; c=relaxed/simple;
t=1117574938; x=1118006938;
h=from:to:subject:date;
b=dzdVyOfAKCdLXdJOc9G2q8LoXSlEniSb
av+yuU4zGeeruD00lszZVoG4ZHRNiYzR

jun2005.eng._domainkey.example.com

D K I M -S i g na tu r e hea d er

E x amp le:

D N S q u ery  w ill b e made to:
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D K I M  S ta tu s  a nd  D i r ec ti ons

Cu rrently  su b mitted to I nternet E ngineering Task  F orce 
( I E TF )  as I nternet-D raf ts.

• draft-ietf-dkim-base-00.txt

• draft-allman-dkim-ssp-01.txt

• draft-fenton-dkim-threats-02.txt

Still some other draf ts to b e w ritten
I E TF  W ork ing G rou p  chartered,  f irst meeting in M arch
Sev eral interop erating imp lementations,  some op en 
sou rce

• http://sourceforge.net/projects/dkim-milter
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